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Introduction

In the post-pandemic “work from anywhere” world, your workforce is  
your first line of cyber defense… as well as your first line of failure.

Companies have had to adjust from all employees sitting within a secure  
perimeter of protection to today’s highly distributed, mobile, always-on 
workforce composed of employees, suppliers, contractors, and more.

Attackers have adjusted too. Your workforce is, more than ever, the  
ultimate target of cyber crooks.

The findings of the 2021 Verizon DBIR data further bolster this viewpoint:
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of Breaches Involve the Human Element

85%
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of Breaches Involve Compromised Credentials

61%
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Increase in Social Engineering

15X
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Clearly your end users are the new perimeter. 

Their identity is the target.
Most social engineering attempts primarily involve targeting and  
compromising a trusted user’s account.

Historically we’ve treated humans as ‘the weakest link’ in cybersecurity.  
We’ve tried training and tempting them with phishing simulations.  
But these best practices fail to realize two important realities:

Training has limited impact and can even be  
counterproductive in reducing the likelihood or  
impact of real-world attacks.  
(source: Cyentia Institute)

Every end user is different: some make better  
decisions than others; some have privileged access  
while others don’t; some get attacked more frequently  
than others.
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https://elevatesecurity.com/new-cyentia-research-report/
https://elevatesecurity.com/new-cyentia-research-report/
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We need to begin treating the humans in our organization the same way we 
treat every other asset we’re trying to protect. Your workforce is a unique risk to 

which can be applied a standard Zero Trust model. We can adaptively and  
dynamically apply an appropriate set of protections to each and every user type: 

employee, contractor or supplier.

Think of this as

for your workforce. It’s the only answer in a “work from anywhere”  
world of mobile devices, home offices, and cloud applications.

There are 5 Stages of Workforce Zero Trust for your organization.  
Let’s examine this new approach to workforce security.

Zero Trust



85%
of breaches involve  

user error

450%
increase in employees  

intentionally circumventing 
security controls
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Determined Attackers – Overwhelmed Workforce 

Cyberattacks are on the rise. Employees are working remotely, outside of corporate 
firewalls. Security teams are dealing with more alerts than ever. We’ve reached a point 
where we need to reconsider our old models of workforce security.

Attackers know that humans are your weakest link. That’s why they are the prime  
target in compromising your enterprise. It’s the easiest path for an attacker to penetrate 
your company’s defenses.

The flip side of this equation is the end user. You’ve trained them for years, only to see 
marginal improvements (as the Cyentia study revealed). So you added even more tools 
to protect them, but simply adding new layers of technology has its own impact. A recent 
research study tracked a 450% increase in employees intentionally circumventing security 
controls with the shift to remote work since the global pandemic.

The Challenge

source: Verizon DBIR

source: DTEX Systems
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Clearly determined and unrelenting attackers know what they’re doing: target your users until, eventually and inevitably, 
one of them fails. This is a tried and tested tactic simply because it’s bound to work. Cyentia noted that while a single  
individual may be more or less susceptible to falling for a phishing attack or malware download, at the organizational 
level it’s inevitable that someone will click.

Reading this, one should not conclude that solving for human error is impossible. Many enterprises are missing 
the bigger picture of the attacker><workforce dynamic. Up until now you’ve simply lacked visibility into these dynamic 
risks at a personal and individual level. This has limited your ability to proactively mitigate and defend your organiza-
tion against these threats.

Trusted and deep visibility into human risk opens doors for dynamic and tailored defenses for your entire workforce. 

We call this new approach Human Attack Surface Management.

Verizon DBIR Data On Tactics Used In Breaches
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Every decision that your end users make – good and bad – impacts your enterprise’s security posture. It’s time to start  
understanding the human attack surface, which is defined as the sum total of people’s actions, access, and security controls  
that impact an organization’s risk. 

Most enterprises lack a real understanding of the risks their workforce presents. Human Attack Surface Management  
provides enterprises deep visibility into human risk and automates tailored security controls, personalized feedback, and  
policies to reduce incidents. It gives you a deeper understanding of each and every employee, contractor or supplier –  
especially the riskiest ones. You gain visibility at the individual, group, department, or regional level. 

Then Human Attack Surface Management helps you confidently manage the controls that help to mitigate and shrink your  
potential attack surface. Some end users act securely while others are more careless. You can reduce friction in the  
organization but taking targeted, tailored actions instead of one-size-fits-all controls. It addresses specific threats such as  
account compromise, data loss and ransomware with specific remediations.

Human Attack Surface Management takes full advantage of the security tools and systems you already have. It consolidates 
and unlocks the insights contained in your entire security stack.

Human Attack Surface 
Management
What Your Users Do Matters,  
Not What They Know

https://elevatesecurity.com/what-is-human-attack-surface-management/
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Zero Trust Networks employ segmentation to understand access points across boundaries, IOT, and how workloads are 
partitioned. Organizations that want to adopt and implement Workforce Zero Trust need first to segment their end users, 
and better understand their individual actions, access, and how frequently they are attacked. This inquiry results in a  
deeper understanding of your workforce when confronted with common attack vectors such as account compromise,  
ransomware and data loss.

The typical Workforce Zero Trust process recognizes 5 evolutionary stages:

How to Get Started

Mapping Your Workforce Zero Trust Journey



STAGE 0

Always  
Trust
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Most organizations begin their Workforce Zero Trust journey with  
security awareness training and phishing simulations. Unfortunately,  
after more than a decade of trying to improve workforce security  
posture, these haven’t worked as well as promised. 

A recent study by Cyentia Institute and Elevate Security confirms that 
training and simulations are not having a lasting impact on preventing 
real-world security incidents. Employees are still clicking on phishing 
links, downloading malware, mishandling sensitive data, and reusing  
passwords. Next we lock down the workforce with controls such as  
identity & access management, multi-factor authentication, and activity logs. 

The riskiest end users still manage to find a way to work-around 
these controls if they want to. 

• Rely on training and phishing  
simulations

• One size fits all controls

• Reactive response to workforce

• No visibility into workforce risk

https://elevatesecurity.com/new-cyentia-research-report/


• Integration of tooling across  
identity, email, web, endpoint to 
understand workforce risk

• Benchmarking across internal 
groups and peer companies

• Understanding of workforce risk 
across access, actions and how 
frequently they’re attacked

STAGE 1

Visibility
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The first step in Workforce Zero Trust is to increase your visibility into 
the depth and breadth of the human attack surface. Organizations  
typically have enough contextual data to begin their journey. The  
answers are locked in the user incident data of the security tools you 
already use. You just need a method of aggregating and analyzing it.  
The answers for how individual user actions, access and attacks are 
found by interrogating the following systems:

• Email Security Gateway - How frequently are individuals targeted  
with phishing emails? How often are they clicking on links or opening  
attachments they shouldn’t?

• Web Security Gateway - Are we detecting individuals who are more  
risky with their browsing? Clicking on links or downloading malware  
more frequently?

• Identity & Access Management - If a user has their password  
compromised, what MFA methods are used? What’s the impact of 
them being compromised based on the applications they have  
access to?

• Endpoint & Device Management - Is the user able to download any 
software they want? Does it require approval? Are any users in  
particular making poor decisions by downloading malware?



• Real-time feedback to internal  
employees

• Communication to managers and 
departments heads on workforce 
progress

• Board ready dashboards with 
point in time and historical risk

STAGE 2

Feedback
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Once you gain visibility into workforce risks – and your riskiest end  
users – your organization should proactively communicate with  
employees and executives what these specific risks are, steps they can 
take to mitigate the risks, and how the security team is mitigating them. 
This stage helps security teams better protect end users. 

A step beyond one-size-fits-all training, the focus of this effort should be 
mainly on your riskiest users, individually. They should be made to  
understand how frequently they’re targeted by attacks compared to  
others in the organization. If they are making poor security decisions, 
give them feedback directly in as near real-time as possible to give them 
the chance to course correct. To win executive support, scorecards can 
be built for managers and department heads around this risk and what 
they can do to help their riskiest direct reports stay vigilant.



STAGE 3

Decision  
Support

• Workforce risk profiles have been 
pulled into external tooling

• Triaging of incidents and case 
velocity with evidence improves

• Manual decisions and simulations 
performed on policies and  
controls performed
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In any organization, there are security decisions being made by security  
analysts or helpdesk teams manually without proper data. Insights 
gleaned in Stages 1 and 2 can help enable the team to make informed 
decisions more quickly. 

With account compromise, for example:
• Helpdesk needs to evaluate whether a software download request 

should be approved
• Security Analyst needs to determine whether access should be  

granted to a critical asset
• Incident Response team is triaging the alerts they are receiving from 

your SIEM
In each of these scenarios, individuals are currently making critical  
decisions manually, without the supporting tools to make educated  
and defensible choices. Ill-informed decisions can lead to an attacker  
successfully gaining a foothold, or auditors may ask why certain  
exceptions were granted without proper business justification. At this 
stage, you begin to build Workforce Zero Trust beyond authentication 
solutions to embed understanding of your workforce and individual  
risk in your daily operations.



STAGE 4

Tailored  
Security

• Automation and orchestration 
around key workforce risks

• Event and score driven decisions 
drive reduction in risk

• Adaptive controls and policies in 
place

• Efficacy and impact of decisions 
measured and improved
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This is the “summit” of the Workforce Zero Trust journey. Here you begin 
to build upon the knowledge you have of each employee to automate the 
reduction of risk proactively. No amount of feedback given will make  
employees perfect – that’s a fact. So the next step is to orchestrate security  
controls in your organization appropriate to each individual’s risk profile.

Back to our example of account compromise, the technologies in the 
security stack involved in proactively protecting your riskiest users are: 

With account compromise, for example:
• Email Security Gateway
• Web Security Gateway
• Identity Access Management
• Endpoint & Device Management

Control orchestration is the process of automating workflows to create 
security risk appropriate profiles for each of the individuals you’re trying  
to protect. You deploy more restrictive controls around users that 
have proven most susceptible to account compromise. For example, 
additional security requirements in your Identity Access Management 
system to protect against potential credential theft, or more restrictive 
browsing controls in your Web Security Gateway. Control orchestration 
moves your organization away from a one-size-fits-all approach where 
unnecessary lockdowns for everyone adds unnecessary friction to the 
business. You begin to tailor individual security profiles appropriate for 
the risks of individual users.
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Your workforce is the new security perimeter. In today’s “work from anywhere” world, it’s time to  
reconsider the industry’s old models of workforce security. Up until now your security team has simply 
lacked visibility into these evolving risks at a personal and individual user level. This has limited your 
ability to proactively defend your enterprise and mitigate these threats.

A novel approach called Human Attack Surface Management defends your enterprise against  
today’s heightened levels of workforce risk. It protects your organization against cyber attacks such as 
account compromise, ransomware and data loss. It defends your entire workforce adaptively and  
dynamically while reducing friction on the business.

It’s possible for organizations such as yours to create a Workforce Zero Trust model on your own, but 
it’s a lot of work. Solutions like Elevate Security provide deep visibility into your human attack surface, 
off-the-shelf. Our platform automates tailored security controls, personalized feedback, and policies to 
prevent the next incident. Take the next step in creating a comprehensive enterprise-grade Zero Trust 
model for your workforce.

Conclusion

https://elevatesecurity.com/


It’s Time to Defend Your Human Attack Surface

Learn More
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About Elevate Security

Elevate Security, the leader in human attack surface management, was founded in 2017 by two former Salesforce security 

executives to address one of cybersecurity’s biggest unsolved problems – human error. The Elevate Security Platform offers an 

intelligent, customized and automated platform that ingests the entirety of an organization’s security data to gain benchmarked 

visibility into human risk, enabling customers to proactively tailor security controls and create ‘safety nets’ around the riskiest 

employees. Armed with the insights and controls from the Elevate Security platform, CISOs are in a much better position to 

support high-growth initiatives within the enterprise while securing and defending the human attack surface. Elevate Security 

counts leading enterprises in industries – from financial services to technology and healthcare – as customers.  

For more information, visit: https://elevatesecurity.com/
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